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Everyone knows and loves CAN-SPAM, right? You 
know, the laws that say you have to make sure you nev-
er provide misleading header information (like sender 
name and email address) and that there’s always an un-
subscribe link in your messages? 
 
Well, there are other commercial communication reg-
ulations that are already in effect or will be instated in 
the next year that may affect the way your organization 
communicates with your audience.  
 
What are those laws? The Canadian Anti-Spam Law 
(CASL) and the General Data Protection Regula-
tion (GDPR). CASL has been in full effect since 2016 
and covers all messages sent to or received from Can-
ada, but does not include messages simply routed 
through Canada. The GDPR has not yet been enforced, 
but regulation will begin on May 25, 2018 and will cov-
er any messages sent to or received from the European 
Union. It will also create a uniform regulation on elec-
tronic messages across all EU member states. 
 
So what do these laws say and why should marketers 
care about them? We’ve got the lowdown on CAN-
SPAM, CASL, and GDPR right here.  
 
 
CAN-SPAM

America’s anti-spam law is the least restrictive of all three 
laws and details regulations about providing accurate 
header and sender information and time frames for 
unsubscribing recipients who have opted-out of com-
munication. The law applies to both bulk email sends 
and individual communications — basically any messag-
es (even B2B mailings) that have a primary purpose of 
“commercial advertisement or promotion of a commer-
cial product or service,” according to the Federal Trade 
Commission CAN-SPAM Act webpage. https://www.
ftc.gov/tips-advice/business-center/guidance/can-spam-
act-compliance-guide-business 
 
It’s important for marketers to recognize that a majori-
ty of their messages probably fall under this category, 
and if they are caught not following the laws, there can 
be heavy fines. Any message found not in compliance, 
whether sent by your organization or by another com-

pany on your behalf, can bring fines of up to $40,500. 
Imagine if only 10 emails from your organization are 
found to be in violation. The monetary penalty can add 
up quickly. Now imagine if 100 are found, or 100,000…
yikes! 
 
But luckily, there are a few easy steps you can take to 
make sure you are in compliance. First, make sure you 
are using accurate “From,” “To,” “Reply-To,” and rout-
ing information, which identifies the person or organi-
zation each communication is from, in each message. 
Routing information includes the originating domain 
name and email address of the message. Additionally, 
each message must list a valid physical postal address 
that has been registered with the U.S. Postal Service. 
This address can be a street address, a post office box 
where you receive mail, or a private mailbox where you 
receive mail.  
 
Second, make sure you are not misleading with your 
copy. Subject lines must accurately reflect the content of 
the message, and message copy must make it clear that 
the email is sent as a promotion of a good or service. 
CAN-SPAM gives a lot of leeway on how exactly to do 
this, but better to be more obvious than not.  
 
Finally, CAN-SPAM requires that you unsubscribe recip-
ients from your content or any messages within 10 days, 
should they request it. Any unsubscribe process must 
be able to handle requests for at least 30 days after the 
message is sent and must be clear and easy to follow. 
Opt-out processes can include menus that let recipients 
opt-out of only certain types of messages, but a global 
unsubscribe option must be available.  
 
Additionally, CAN-SPAM is the only one of these three 
laws that is an opt-out law, meaning that subscribers can 
be automatically opted into receiving communications 
from you through a pre-checked box on a webpage or 
sent commercial messages without prior consent. 
 
For FAQs and any clarification on what constitutes a 
commercial message, visit the FTC CAN-SPAM Act 
webpage. https://www.ftc.gov/tips-advice/business-cen-
ter/guidance/can-spam-act-compliance-guide-business
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CASL

The Canadian Anti-Spam Law went into effect in July 
2014. The law covers any electronic messages sent to a 
recipient accessing emails in Canada — yes, even if you 
are sending from a different country — or any sent from 
Canada to anywhere in the world.  
 
CASL comes down much harder on violators, which 
makes it even more important for marketers to follow it 
over CAN-SPAM. Each individual message not in com-
pliance can result in a $10 million penalty, and individu-
als — including directors, officers, agents, and manda-
taries — of a corporation may face individual liability and 
monetary penalties of up to $1 million.  

 

Fortunately, CASL violations are easy to avoid. There are 
three general requirements to be in compliance with 
CASL: Consent, identification information, and an un-
subscribe mechanism.  
 
Like CAN-SPAM, CASL also requires senders to identi-
fy themselves through providing contact information 
in each message. A mailing address that includes a 
“current street (or civic) address, post box address, ru-
ral route address, or general delivery address… [and] a 
phone number and/or website address” is acceptable 
according to the Compliance and Enforcement Infor-
mation Bulletin for CASL. http://www.crtc.gc.ca/eng/
archive/2012/2012-548.htm 

Contact information must also be provided for separate 
people or organizations sending messages on your be-
half.  
 
Unlike CAN-SPAM, CASL requires that before your or-
ganization emails an individual it must obtain either im-
plied or explicit consent, which classifies it as an opt-in 
rule instead of an opt-out. CASL does not recognize the 
pre-checked box on a form as a valid means of consent. 

All checkboxes must be unchecked when presented to 
an individual. Consent is also not permitted to be bun-
dled or included in general terms and conditions of an-
other agreement. It must be kept separate and clear that 
consent is being granted. Marketers must also make it 
clear that although consent is granted, it can just as eas-
ily be revoked at any time.  
 
 Just like in America, unsubscribe options must be pre-
sented in a clear and easy-to-follow format. Unsubscribe 
links are one example of an easy-to-follow unsubscribe 
option in emails or text messages. A reply message with 
the word “STOP” or “Unsubscribe” is also an acceptable 
opt-out for SMS messages. Any links to unsubscribe 
web pages must be valid for a minimum of 60 days after 
the message is sent. Any unsubscribe requests submit-
ted through the unsubscribe link or through any other 
means must be honored immediately or within 10 days 
of the request.  
 
For FAQs and more details about CASL, visit the Ca-
nadian Radio-television https://www.ftc.gov/tips-ad-
vice/business-center/guidance/can-spam-act-com-
pliance-guide-business  and Telecommunications 
Commission website or take a look at the Compliance 
and Enforcement Bulletin. http://www.crtc.gc.ca/
eng/archive/2012/2012-548.htm 

GDPR

The General Data Protection Regulation (GDPR) is the 
newest of the anti-spam laws and the most detailed. It 
was created to resolve a lack of unity between anti-spam 
laws across Europe and will go into effect on May 25, 
2018. 

It covers any electronic message sent from an organiza-
tion in Europe or companies and organizations outside 
the EU that offer goods or services there. It will super-
sede any national law, although in some cases local laws 
will still apply. If you are looking to email a certain part of 
the EU, check to make sure you are in compliance with 
all EU and national regulations.

02

A reply message with the word “STOP” or 
“Unsubscribe” is also an acceptable opt-
out for SMS messages.
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As with both CASL and CAN-SPAM, there are monetary 
penalties associated with any found violations. Fines of 
up to 20 million Euros or 4% of an organization’s total 
annual worldwide revenue (whichever’s greater) can be 
incurred for each violation.

Just like CASL, GDPR requires “freely given, specific, in-
formed, and unambiguous indication of his or her wish-
es by which the data subject, either by a statement or by 
a clear affirmative action, signifies agreement to person-
al data relating to them being processed,” according to 
the regulation’s website. http://www.eugdpr.org

What does that mean? Like other anti-spam laws, it 
means that explicit consent must be given in oral or writ-
ten form; consent must not be implied or bundled with 
other offers and should be easily revocable. Non-re-
sponsiveness to communications, pre-checked boxes, 
or general neglect of your messages will no longer be 
treated as consent. If consent is being requested by 
phone, there needs to be a data sync and date stamp. 
Parental consent required for processing personal data 
if child is under 16.

The GDPR also includes an age restriction clause. Paren-
tal consent must be provided for any children under the 
age of 16, however it’s possible that member states can 
lower this age to 13 when the law comes into effect.

Consent for GDPR covers not only receiving individual 
messages, but also the processing or sharing of any per-
sonal data a company might have on file. Personal data
includes any information related to a person that can be 
used to directly or indirectly identify that person. Exam-
ples include name, a photo, email addresses, any bank
details, posts on social networking sites, medical infor-
mation, etc.

When consent is given, organizations must keep a re-
cord including who was given consent, when the sub-
ject consented, and how they gave consent. These 
records must be shared with any organization or third 
party that would have to rely on consent, and it must 
be made clear to the subject who will be able to access 
their personal data. Organizations can only hold this 
data  for a reasonable time to serve purpose given. After 
that, a resubscribe notice must be issued.

To keep track of all these records, the regulation states 
that any public authorities, organizations that engage in 
large-scale systematic monitoring, or organizations that
engage in large-scale processing of sensitive personal 
data must hire a Data Protection Officer if they do not 
already have one. 

As discussed above, the GDPR states that any person 
has the right to easily unsubscribe from communica-
tions at any time, but under this regulation they are also 
able to invoke the Right to be Forgotten http://ec.eu-
ropa.eu/justice/data-protection/files/factsheets/fact-
sheet_data_protection_en.pdf and the right to a com-
plete brief on where and how their data is being used. 

The Right to be Forgotten requires any organization 
they contact to erase all personal data on record and 
halt processing of all personal data relating to the sub-

ject making the request. It can be granted dispensation 
for special data and will need to keep some unsubscribe 
data for future use. This is a way for contacts to receive 
data the organization has at any time.

For more detailed information about each one of these 
regulations, and to see what provisions your organi-
zation will have to take to be in compliance, visit the 
GDPR’s Key Changes page. http://www.eugdpr.org/
key-changes.html

To see how these regulations all compare, or for a quick 
reference, take a look at the graphic on the following 
page.
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To keep track of all these records, 
the regulation states that any public 
authorities, organizations that engage 
in large-scale systematic monitoring, or 
organizations that engage in large-scale 
processing of sensitive personal data 
must hire a Data Protection Officer if they 
do not already have one.
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CAN-SPAM CASL GDPR

CONSENT CAN-SPAM is an opt-out law. Recipients 
can be sent commercial messages with-
out prior consent, but must be able to 
opt out easily. Pre-check boxes are con-
sidered consent.

All senders must obtain either ex-
press or implied consent before 
sending CEMs to individuals. The 
sender must provide a separate re-
quest for consent, which cannot be 
bundled. Pre-checked boxes are not 
considered consent. Each organiza-
tion must keep records of what in-
formation was shared in the request 
for consent, when the recipient con-
sented, and how they consented.

Senders must provide separate 
requests for consent. Pre-checked 
boxes do not count as consent. 
The organization and any third par-
ties who will be relying on consent 
must be named.  Even precisely de-
fined categories of third-party or-
ganizations will not be acceptable 
under the GDPR. Each organization 
must keep records of what informa-
tion was shared in the request for 
consent, when the recipient con-
sented, and how they consented.

OPT-OUT 
DURATION

Recipients must be opted out within 10 
days of notification to the sender that 
they no longer wish to receive communi-
cations. They must remain opted out for 
a minimum of 30 days after the message 
has been sent.

Any unsubscribe requests must be 
honored immediately or within 10 
days. The unsubscribe must be valid 
for a minimum of 60 days after the 
message has been sent.

Communications recipients can 
opt out at any time, and it must be 
honored promptly. Recipients also 
have the Right to be Forgotten, or 
Data Erasure, which entitles the 
person or organization processing 
or disseminating any personal in-
formation to halt the processing of 
that data. Conditions for erasure 
include the data no longer being 
relevant to the original purpos-
es for processing or the recipient 
withdrawing consent.

PENALTIES Each separate email in violation of the 
CANSPAM Act is subject to penalties of 
up to $40,000.

Up to $10 million per violation. Di-
rectors, officers, agents, and man-
dataries of a corporation may face 
individual liability under CASL and 
be subject to an AMP up to $1 mil-
lion per violation.

Fines up to 20 million Euros or up to 
4% of total annual worldwide reve-
nue, whichever is higher.

AGE 
RESTRICTIONS

No age restriction requirements are part 
of CANSPAM, but the Federal Trade 
Commission keeps the Children’s On-
line Privacy Protection Rule, or COPPA, 
in place. It imposes certain requirements 
on operators of websites or online ser-
vices directed at children under 13 years 
of age and on operators of websites or 
other online services that know they are 
collecting personal data from children 
under 13 years of age.

No age restriction requirements Parental consent must be provided 
for children under 16 years of age. 
Currently this is not a law but will be 
similar to the US COPPA legislation 
for children. Member states can 
lower this age to 13 under GDPR.
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DISCLAIMER: We are not lawyers and this should not be considered legal advice. Please seek professional counsel for your specific 
situation. This information is directed towards people in the United States only. If you do business outside the United States we recom-
mend you find and understand your obligations with that in mind.
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